Addendum to Anti-Bullying policy

Cyberbullying at St Paul’s.  
Mobile, Internet and wireless technologies have increased the pace of communication and brought benefits to users worldwide. However, their popularity provides increasing opportunities for misuse through 'cyberbullying'. It's crucial that children and young people, who are particularly skilful at adapting to new technology, use their mobiles and the Internet safely and positively, and that they are aware of the consequences of misuse. 
School staff, parents and pupils at St Paul’s having to be constantly vigilant and work together to prevent this form of bullying and tackle it wherever it appears. The advent of cyberbullying adds new dimensions to the problem of bullying. Unlike other forms of bullying, cyberbullying can follow children and young people into their private spaces and St Paul’s CE Primary School. 
 Cyber bullies can communicate their messages to a wide audience with remarkable speed and can often remain unseen and unidentifiable. 
What is cyberbullying? 
Cyberbullying is bullying that takes place over digital devices like mobile phones, computers, and tablets. Cyberbullying can occur through SMS, Text, and apps, or online in social media, forums, or gaming where people can view, participate in, or share content. Cyberbullying includes sending, posting, or sharing negative, harmful, false, or mean content about someone else. It can include sharing personal or private information and/or pictures about someone else causing embarrassment or humiliation. Some cyberbullying crosses the line into unlawful or criminal behaviour, which is why children need to understand the implications of their actions. The most common places where cyberbullying occurs are: 
• Social Media, such as Facebook, Instagram, Snapchat, and Tik Tok (Please note there are age restrictions for these apps. Most apps start at 13 years old).
 • Text messaging and messaging apps on mobile or tablet devices 
• Instant messaging, direct messaging, and online chatting over the internet 
• Online forums, chat rooms, and message boards, such as Reddit 
• Email 
• Online gaming communities
 School staff, parents and pupils at St Paul’s need to work together to prevent this and to tackle it whenever it occurs. St Paul’s has a duty to ensure that: 
• Teachers have sufficient knowledge to deal with cyber bullying in school 
• The curriculum teaches pupils about the risks of new communications technologies, the consequences of their misuse, and how to use them safely 
• All e-communications used on the school site or as part of school activities off-site are monitored
 • Internet blocking technologies are continually updated and harmful sites blocked
 • They work with pupils and parents to make sure new communications technologies are used safely, taking account of local and national guidance and good practice 
• Security systems are in place to prevent images and information about pupils and staff being accessed improperly from outside school 
• They work with police and other partners on managing cyber-bullying. 
St Paul’s staff have responsibilities in: 
• Teaching children safe Internet etiquette 
• Applying school policy in monitoring electronic messages and images 
• Giving pupils key guidance on personal privacy rights, material posted on any electronic platform and photographic images 
• Taking action if a pupil is being cyber-bullied or is bullying someone else 
• Teaching pupils the value of e-communications and the risks and consequences of improper use, including the legal implications. 
Parents of St Paul’s pupils are encouraged to share these guidelines: 
• Don't wait for something to happen before you act 
• Make sure your child understands how to use these technologies safely and knows about the risks and consequences of misusing them 
• Make sure their child knows what to do if they or someone they know are being cyber bullied 
• Encourage your child to talk to you if they have any problems with cyber bullying. If they do have a problem, contact the school, the mobile network or the Internet Service Provider (ISP) to do something about it 
• Parental control software can limit who your child sends emails to and who he or she receives them from. It can also block access to some chat rooms.
 The law is on your side The Protection from Harassment Act, the Malicious Communications Act 1988 and Section 43 of the Telecommunications Act may be used to combat cyber-bullying. People may be fined or sent to prison for up to six months. Promotion of this Policy The policy and methods for reporting bullying concerns will be promoted throughout the school, for example on the school website, in information packs for new pupils and staff, and through regular awareness raising activities with staff, existing pupils and their families.
